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(57)Abstract: 

PURPOSE: To enhance the security of transmission data for transmission 
and reception terminal equipments by holding a key in common for the 
transmission terminal equipment and the reception terminal equipment and 
to cipher the data and to send/receive the data so as to disable leakage of 
information through intentional monitoring of communication data by a 3rd 
party. 

CONSTITUTION: A random number generator 1 02 of a terminal equipment 
A generates a random number rA in 512 bit length and gives the random 
number to a power multiplier 103. The random number rA is stored in a 
storage section 105 for a 2nd use. The power multiplier 103 extracts a 
prime PA and a primitive root gA from the storage section 101 and uses the 
random number rA received from the random number generator 102 to 
calculate power multiplication and generates a public-key yA of the terminal 
equipment A and transfers it together with the prime PA and the primitive 
root gA to a transmission section 1 0, which sends them to a terminal 
equipment B. The terminal equipment B uses a random number rB and uses 
a computer 203 to conduct the power multiplication calculation to obtain a 
prime PB and a primitive root gB. Furthermore, the terminal equipment B 
sets an identifier IDB and a public-key of the terminal equipments A, B and 
stores them in a storage section 206. The terminal equipment B sends the 
key yB and the identifier ID to the terminal equipment A via a transmission 
section 205. A comparator 1 08 of the terminal equipment A compares the 
IDA with the IDB to confirm whether or not the relation of KA=KB is in 
existence. 
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•5^«5 • i£fl^&£#U gft SIS* 2 0 0 «. g*?*- 
^MIC^flTSt, Ml 2 ©*^{t;^f§: 2 1 3C«fcD 

a&^-^M I C 

^Str«fcOH#bfcM I C tgflLZig&^-^M I 
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